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To learn more about the current state of
crisis and risk management, Bennett Jones
surveyed general counsels (GCs) and senior
executives (collectively, the respondents)

at a wide range of organizations operating
in Canada. The survey was conducted for
Bennett Jones by Environics Research.

We asked respondents about their organizations’ overall position with respect to
crisis and risk planning as well as what areas they had focused on in the past and
were concerned about or planned to focus on in the future. The responses paint
a surprisingly optimistic picture of crisis and risk planning in Canada, but also
suggest that the landscape is constantly changing and more needs to be done to
ensure that organizations remain well-prepared to deal with future threats.

To encourage the open sharing of ideas, respondents were assured that all
responses will be anonymous and confidential.

WHO
DID WE

Our final sample includes 54 respondents from a broad range of sectors and industries
representing an impressive list of recognized brands from Canada and beyond.

Respondent job titles include a range from associate/assistant GC to C-suite executives and

TALK TO? on average, respondents have been with their companies for more than eight years.

ORGANIZATION TYPE

Publicly-traded

Government/
Crown

Not-for-profit

Private

NUMBER OF EMPLOYEES

Under 100
Over 5,000

100 to 499

\ 500 to 999

1,000 to 5,000

ORGANIZATION REACH

Canadian \

Regional

Global or
International

Canadian
National

RESPONDENT TITLE

Assistant/ C-suite

Associate GC 18% 15%

Director/
VP/SVP

1 Sums to greater than 100%; respondents reported multiple/combined roles
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HOW PREPARED DO RESPONDENTS FEEL?

87%

Eighty-seven percent

organizations have
formal written plans
in place to deal with
crisis situations

Upgraded cybersecurity
measures or technology

Purchased/revisited directors &
officers liability insurance

Created /improved
regular risk reporting

Created plans for specific
risks /crisis events

Engaged third-party in
crisis management planning

Ran scenario planning exercises

Evaluated legislative changes
& potential impact

Board diversity initiatives

Created chief risk management
officer (CRO) position

of respondents say their

Despite the challenges of the COVID-19
pandemic, respondents generally feel
their organizations are well-prepared, even
if there is some room to improve.

CURRENT CRISIS & RISK MANAGEMENT
OVERALL POSITION RATING

36% GREAT

proactive
and typically
well-prepared

56% GOOD

with some room
to improve

3% NOT
SUFFICIENT

not done
much/significant
concern

3% WEAK

early stages/
have significant
work to do

y

3% OK

but have room
for planning/
improvement

IMPLEMENTED CRISIS & RISK MANAGEMENT
CHANGES IN PAST 2 YEARS

When asked what actions they
95% have already taken, respondents
point to a range of measures
undertaken in the past two
years to improve crisis and risk

74%

management capabilities.
67% Upgrading cybersecurity,
purchasing directors liability
> insurance, creating risk
64% reporting, creating individual
risk plans and engaging with
64% third-party consultants are

most frequently mentioned.
49%
49%

49%

23%
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The research was interrupted by the ORGANIZATIONS’ CRISIS & RISK POSITION
COVID-19 lockdown across Canada. Fifteen
surveys were completed prior to lockdown Il PRE-LOCKDOWN: WINTER/SPRING 2020 (N=15)
as the pandemic situation escalated and Il POST-LOCKDOWN: SUMMER/FALL 2020 (N=39)
the remaining thirty-nine surveys were
completed as lockdowns were easing. 56%
While the numbers are small, two interest-
ing findings stand out based on the timing
of the study:
40%
e Almost all respondents believe their 36%
formal plans were at least somewhat
helpful in the face of COVID-19. While 27%
many plans had to be adapted, plans
were almost always considered useful.
e Respondents appeared much more 13% 13%
confident in their organizations' ability 7%
to deal with crisis situations following 3% 3% 3%
the COVID-19 crisis, suggesting that the [ [ [
test of COVID-19 may have actually GREAT: GOOD: okK: WEAK: NOT SUFFICIENT:
increased confidence in their ability to proactive/typically with some room but have room early stages/ not done much/
plan and navigate crisis situations. well-prepared to improve for planning/ have significant significant concern
improvement work to do

WHAT RISKS ARE RESPONDENTS
MOST CONCERNED ABOUT?

According to Canadian respondents, cybersecurity and technology risks top the list of most important concerns for their organizations.
However, the list of issues that respondents are concerned about is long and includes a broad range of potential internal and external
threats. This includes risks associated with the economy, reputation management, talent acquisition, and future business disruption.

AS YOU WOULD EXPECT, LEVELS OF CONCERN VARY BY INDUSTRY. IN PARTICULAR:

PRIMARY
INDUSTRY

(oil and gas, mining, power,
renewables, etc.) express
more concern for >
environmental impacts,
industry disruption,
regulation, ESG and future
pandemic disruption

SECONDARY
INDUSTRY

(manufacturing,

express more concern for
natural disasters and

climate change issues
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TERTIARY
INDUSTRY
(financial, retail, real estate,
infrastructure, biotech, etc.) etc.) express more
concern for reputational
and technological
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TOP 20 RISK CATEGORIES BY RATED LEVEL OF CONCERN (SCORE OUT OF 10)
10 9 8 7 6 5 4 3 2 ]

o

Cybersecurity breach 72% 18%  10%
Technological 54% 23% 24%
Market downturn 54% 23% 24%
Reputation management 49% 31% 22%
Privacy & data protection breach 49% 34% 19%

Talent 46% 28% 27%
Regulatory or governmental 41% 31% 28%
Pandemic/second wave of COVID-19 41% 38% 21%
Infrastructure disruption 41% 23% 36%
31% 26% 44%
26% 25% 49%
23% 25% 52%
23% 23% 54%

21% 23% 57%
Class action litigation 18% 23% 599%

Corporate finance
Digital disruption
Environmental, social and governance (ESG)

Natural disaster

Climate change risk

Environmental impact 18% 13% 69%
Employee wrongdoing 18% 16% 67%
Employment and labour 15% 20% 64%
Social unrest/political 13% 28% 60%
Shareholder activism 8%| 13% 79%

ESG ON THE RISE

Environmental, Social and Governance (ESG) This is consistent with other research that is showing that corporate boards and
issues are far from new, but there has been a sharp institutional investors are increasingly paying closer attention to this category as
increase in their importance to business and ESG's  they look to a wider range of stakeholder impacts and feel growing pressure to

momentum is rapidly accelerating. In Canada and evaluate the impacts of a broader range of business activities.
the United States, ESG holds a prominent position

on the list with nearly a quarter of respondents It is worth noting that six of our respondents from primary industry indicated

rating it as a higher concern (8-10 out of 10). much higher levels of concern for ESG than other respondents.
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WHAT ARE THE WHAT ARE THE

BARRIERS TO NEXT PRIORITIES?
IMPROVING CRISIS A —
AND RISK CAPABILITIES? organization's overal crsis and risk posture a5 good or

great, respondents are not complacent, citing continued
preparedness actions as priorities including cybersecurity
upgrades (top-rated), scenario planning and improvements
in risk reporting and plan development. Revisiting diversity

Despite the work being done, respondents recognize that
potential barriers exist and more needs to be done.

Respondents see their organizations’ ability to prioritize future and inclusion initiatives is. a priority for almost half of the
gains in the face of both other corporate priorities and emerging survey responder]ts, consistent with talent and ESG as top
changes as the most important barriers to future gains. 20 risks. Interestingly, more than half of respondents cited

understanding legislative impacts on their business as a priority
area for risk management, suggesting that there is room for

GREATEST OBSTACLES TO IMPROVING CRISIS improvement in the predictability of policy-making in Canada.
& RISK CAPABILITIES (% RATING IN TOP 3)

TOP TOP TOP RANKED Upgrade Createor
cybersecuri improve regular
1 2 3 13 87% n)lleasures ory 77% repF:nting 0%1
PRIORITIZATION CHALLENGES: technology potential risks
inability to manage risk in the face @ @

of competing corporate priorities

e Run scenario Attempt to predict
PACE OF CHANGE: inability to 18% W 64% planning the likelihood of
eep up with emerging risks 59% |} exercises to 549% B and/or prioritize

explore potential possible legislative
BUDGET CONSTRAINTS: future events and changes based on
inadequate budget to fund their potential their potential impact
risk management efforts impact on your organization

gEN.IOP SUPPO:T:. I".’Ck of k @ @ @ @ Consult with or Create individual
uy-in from top decision-makers engage third-party plans to deal with
51%

consultants in 49% specific future risks

TECHNOLOGY: inadequate IT creating or or potential crisis

or security infrastructure refining your crisis events
management plan

PERSONNEL/TALENT: difficulty

in finding qualified CRO/risk 18% .

management talent Introduce or Purchase, revisit or

revisit board update directors
49% diversity initiatives 49% and officers liability

EXTERNAL PARTNERS: difficulty includi d ¢
in finding qualified outside advisors @ @ @ di\;z::s;‘tylgrgﬁigrer insurance
who understand our needs diversity criteria

SUMMARY

Overall, the results yield a positive self-assessment of crisis and risk management preparedness by public and private profit seeking
enterprises across industry sectors and by governmental and not-for-profit organizations. The pandemic experience appears to have
improved organizations' confidence about their crisis and risk management practices. Nonetheless, significant challenges remain.
Some are not surprising, including the prevalence of cybersecurity as a priority, but it is noteworthy that the biggest barrier to improved
crisis and risk management cited by respondents is prioritization, which suggests that organizations will have to maintain focus on
crisis and risk management planning and not merely allocate more money to discrete initiatives.
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1 TRUSTED COUNSEL IN TIMES OF CRISIS

B Contact a member of the Bennett Jones team for tailored solutions to
ennett help your business prevent and manage risks and respond to crises.
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